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d. Not disclose personally identifiable information to any other party (i)
without the prior written consent of the parent or eligible student; or (ii)
unless required by statute or court order and the third-party contractor
provides a notice of the disclosure to the New York State Education
Department, board of education, or institution that provided the
information no later than the time the information is disclosed, unless
providing notice of the disclosure is expressly prohibited by the statute or
court order;

e. Maintain reasonable administrative, technical and physical safeguards
to protect the security, confidentiality and integrity of personally
identifiable student information in its custody;

f. Use encryption technology to protect data while in motion or in its
custody from unauthorized disclosure as specified in Education Law §2-d;

g. Notify the South Country Central School District of any breach of
security resulting in an unauthorized release of student data or teacher or
principal data, in the most expedient way possible and without
unreasonable delay;

h. Provide a data security and privacy plan outlining how all state, federal
and local data security and privacy contract requirements will be
implemented over the life of the contract;

i. Provide a signed copy of this Bill of Rights to the South Country Central
School thereby acknowledging that they aware of and agree to abide by
this Bill of Rights.

8. This Bill of Rights is subject to change based on regulations of the Commissioner
of Education and the New York State Education Department’s Chief Privacy Officer,
as well as emerging guidance documents.




